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FOREWORD

The pivotal role of the Maldives National Skills Development Authority (MNSDA) in meticulously
implementing and expanding Technical and Vocational Education & Training (TVET) exemplifies the
steadfast commitment of the Maldives to build a skilled and resilient workforce. This commitment is
evident from the strategic formulation of National Standards and the establishment of a
comprehensive framework for training and certification.

Under the Higher Education and Training Act 7/2021, the MNSDA assumes an instrumental role,
reflecting the government's unwavering dedication to streamlining TVET policies and procedures.
This includes the establishment of a robust system for accrediting and registering both Institution
Based Training (IBT) and Employer Based Training (EBT) providers. The MNSDA's active
involvement in conducting the National Apprenticeship Program (NAP), National Trade Testing and
Certification (NTTC), and the issuance of National Certificates reflects a comprehensive approach to
ensure elevated quality standards and competency within the workforce.

The National Competency Standards (NCS) revised through the Maldives Enhancing Employability
and Resilience of Youth (MEERY) project accentuates the commitment to updating and sustaining
contemporary skill sets aligned precisely with industry demands. Deliberate efforts to revise existing
NCS, coupled with the development of curriculum, teaching materials, resource books, and logbooks,
attest to our dedication to ensuring the ongoing relevance and currency of the TVET system in the
Maldives.

The active engagement of Technical Panels and Employment Sector Councils in the NCS
development and approval process, coupled with alignment to the Maldives National Qualification
Framework (MNQF) and accreditation by the Maldives Qualifications Authority (MQA), certifies that
the TVET system not only remains highly responsive but also ensures the quality standards demanded
by industries. This approach enables the system to effectively meet the diverse needs of industries and
adapt to the evolving economic landscape.

The collaborative development of the National Diploma in Computer Hardware and Networking by
the MNSDA, MEERY, and Villa College exemplifies the practical implementation of TVET
initiatives. This training package represents a critical stride towards addressing the requisite skills
while fostering opportunities to integrate sustainable economic development within the TVET
framework.
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Standard Development Process

This standard is developed by adopting the content of Department of Education, Skills and Employment,
Australia provided under a Creative Commons Attribution-No Derivative Works 3.0 Australia licence.
In addition, changes were made to contextualise the content to the Maldivian environment and choose

the units that are most appropriate for the Maldivian ICT industry.

Description of “Computer Hardware and Networking”

Computer networking refers to interconnected computing devices that can exchange data and share
resources with each other. It is a fundamental aspect of modern computing, enabling the connection of
computers and other devices over various types of networks. Computer networks consist of various
components, including computers, servers, routers, switches, and other networking devices. These
components work together to enable the flow of data across the network. Network security is a crucial
aspect, involving measures such as firewalls, encryption, and secure authentication to protect data and

systems from unauthorized access or malicious activities.

Consulted experts on preparing the “National Diploma in Computer Hardware and
Networking” standard

This standard is developed by Dr Ali Fawaz Shareef, an expert who specializes in Information and
Communication Technology (ICT) and has extensive experience in managing educational institutions
and leading initiatives in Open and Distance Learning, focusing on strategic planning, technology
integration, and fostering an inclusive, globally connected environment.

The standards was developed by adopting the content of Department of Education, Skills and
Employment, Australia provided under a Creative Commons Attribution-No Derivative Works 3.0
Australia licence.

Job opportunities upon completion of “National Diploma in Computer Hardware and
Networking”

Upon successful completion of the National Diploma in Networking, students can work in the following jobs.
1. Network Support Technician/Engineer
2. Network Administrator
3. Network Analyst
4. Network Technician
5. Systems Administrator



1. Endorsement Application for Qualification 01

3. Qualification code: ICT-02L5-V1-24 Total Number of Credits: 135
4. Purpose of the qualification
This qualification provides the skills and knowledge for an individual to conduct analysis and design in
software development projects, as an independent ICT specialist or as part of a team This qualification
focuses on providing students with the knowledge and skills necessary for analysing and designing
information systems. Learners who complete the units of competencies will be able to work as software
analysts and designers.
. . National Diploma in Computer Hardware and
5. Regulations for the qualification  |Networking will be awarded to those who are competent
in units
1+2+3+4+5+6+7+8+9+10+11+12+13+14+15+16+17+1
8+19+20+21+22+23+24+25
6. Schedule of Units
Unit No  Unit Title Code
Common Competencies
01 Originate and develop concepts ICT-02-CM01-V1-24
02 Promote workplace cyber security awareness and best practices ICT-02-CM02-V1-24
03 Lead and facilitate a team ICT-02-CM03-V1-24
04 Match ICT needs with the strategic direction of the organisation | ICT-02-CM04-V1-24
05 Manage client problems ICT-02-CM05-V1-24
Core Competencies
06 Install and manage complex ICT networks ICT-02-CC01-V1-24
07 Review and manage delivery of maintenance services ICT-02-CC02-V1-24
08 Design, build and test network servers ICT-02-CC03-V1-24
09 Manage network security ICT-02-CC04-V1-24
10 Configure and manage advanced virtual computing environments | ICT-02-CC05-V1-24
11 Install an enterprise virtual computing environment ICT-02-CC06-V1-24
12 Develop configuration management protocols ICT-02-CC07-V1-24
13 Design an enterprise wireless local area network ICT-02-CC08-V1-24
14 Configure an internet gateway ICT-02-CC09-V1-24
15 Implement secure encryption technologies ICT-02-CC10-V1-24
16 Install and maintain valid authentication processes ICT-02-CC11-V1-24
17 Design and implement integrated server solutions ICT-02-CC12-V1-24
18 Configure, verify and troubleshoot WAN links and IP services ICT-02-CC13-V1-24
19 Install, operate and troubleshoot medium enterprise routers ICT-02-CC14-V1-24
20 Design and implement a security perimeter for ICT networks ICT-02-CC15-V1-24
21 Manage system security on operational systems ICT-02-CC16-V1-24
22 Install and configure network access storage devices ICT-02-CC17-V1-24
23 Configure enterprise virtual computing environments ICT-02-CC18-V1-24




24

Manage enterprise virtual computing environments

ICT-02-CC19-V1-24

25

Identify and resolve network problems

ICT-02-CC20-V1-24

7.Accreditation requirements

The training provider should have a computer
labs or similar training facility to provide the
trainees the hands-on experience related to this
qualification. Trainees must complete 100
hours of practicals.

8. Recommended sequencing of units

As appearing under the section 06




Unit Details

Unit  ynit Title

No. of | Credit Contact

N[} Level credits hours hours

01 Originate and develop concepts ICT-02-CM01-V1-24 Vv 03 30 10

gp | Promote workplace cyber security awareness | | o> svioovioa |V 03 30 10
and best practices

03 Lead and facilitate a team ICT-02-CM03-V1-24 \% 03 30 10

04 | Match ICT needs with the strategic direction | o o, ~\ioav10a | v 03 30 10
of the organisation

05 Manage client problems ICT-02-CM05-V1-24 Vv 03 30 10

06 Install and manage complex ICT networks ICT-02-CC01-V1-24 \Y 06 60 20

07 Rev[ew and manage delivery of maintenance ICT-00-CC02-V1-24 v 06 60 20
services

08 Design, build and test network servers ICT-02-CC03-V1-24 V 06 60 20

09 Manage network security ICT-02-CC04-V1-24 Vv 06 60 20

10 Conflggre anq manage advanced virtual ICT-02-CCO5-V1-24 v 06 60 20
computing environments

17 | 'nstall an enterprise virtual computing | |1 o ~copnnoa |V 06 60 20
environment

12 Develop configuration management ICT-00-CCO7-V1-24 v 06 60 20
protocols

13 | Design an enterprise wireless local area | | o ~cogv12a | v 06 60 20
network

14 Configure an internet gateway ICT-02-CC09-V1-24 Vv 06 60 20

15 Implement secure encryption technologies ICT-02-CC10-V1-24 Vv 06 60 20

16 | 'nstall and maintain valid authentication | |\ ~r o ~~11\104 | v 06 60 20
processes

17 De5|gn and implement integrated server ICT-00-CC12-V1-24 v 06 60 20
solutions

1g | Configure, verify and troubleshoot WAN |\ o o ~c1avinos | v 06 60 20
links and IP services

19 Install,- operate and troubleshoot medium ICT-00-CC14-V1-24 v 06 60 20
enterprise routers

20 Design and implement a security perimeter ICT-02-CC15-V1-24 v 06 60 20
for ICT networks

21 Manage system security on operational ICT-02-CC16-V1-24 v 06 60 20
systems

oo | Install and configure network access storage | |1 > cci7.vioa | v 06 60 20
devices

93 Conﬁgure enterprise virtual computing ICT-00-CC18-V1-24 v 06 60 20
environments

24 Manage enterprise virtual  computing ICT-02-CC19-V1-24 v 06 60 20
environments

25 Identify and resolve network problems ICT-02-CC20-V1-24 Vv 06 60 20

TOTAL 135 | 1350 450




Packaging of National Qualifications:

National Diploma in Computer Hardware and Networking will be awarded to those who are competent in units
1+2+3+4+5+6+7+8+9+10+11+12+13+14+15+16+17+18+19+20+21+22+23+24+25

Qualification Code: ICT-02L5-V1-24



COMPETENCY BASED ASSESSMENT

The final assessment of the National Competency-Based Programmes conducted by the Maldives National
Skills Development Authority (MNSDA) is a competency-based assessment.

The Competency-Based Assessment ensures that the students' performance meets the requirements
specified in the National Competency Standards (NCS). This assessment approach is designed to verify
that graduates are job-ready and meet established occupational competency requirements within their
respective fields.

Eligibility for Final Assessment
To be eligible for the final Competency-Based Assessment, students must fulfil the following conditions:

o achieve a minimum of 80% attendance
e deemed competent in each of the units of the programme in the pre-assessment

Competency-Based Assessment Process

Upon submission of the Pre-assessment report by the training provider, MNSDA will check for all the
necessary supporting documents and conduct Competency-Based Assessment through a National Assessor
registered with MNSDA. It is important to note that any trainer involved in the training process is not
permitted to conduct the assessment to maintain impartiality and integrity of the process.

The final Competency-Based Assessment conducted by MNSDA includes both:
e Theory: Evaluating students' knowledge and understanding of key theoretical aspects of the
competency.
e Practical: Assessing hands-on skills and application of knowledge in real-world or simulated
environments.

Once the assessment is completed, the National Assessor will send the Competency-Based Assessment
Report to MNSDA.

Competency Status Requirement

For certification to be granted, the student must be officially declared "*Competent™ in each of the units
of the programme by the National Assessor.

Conclusion

Competency-Based Assessment is a critical component in ensuring the quality and credibility of
technical and vocational skills-based training. By adhering to the outlined procedure, MNSDA upholds
the standards required to certify students who are fully prepared to meet industry demands.
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